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INTRODUCTION
The Covid-19 pandemic has given a major 
impetus to the growth of remote working 
over the past two years. This change has 
been particularly visible in occupations 
that rely extensively on information and 
communications technology (ICT), from the 
tech sector to a variety of service industries, 
including finance and banking, marketing, 
e-commerce, transportation, to public 
services such as education, healthcare, 
and the like. In the US and European Union 
(EU) alone, the incidence of remote work 
rose, leading to an increase in demand for 
employee tracking software by 108 percent 
in April 2020 compared to 2019 (European 
Commission, 2021). The latest figures 
suggest demand has continued to swell: 
for example, the number of companies in 
the US using employee tracking software 
doubled in 2021 compared to the pre-
Covid-19 times (Blum, 2022). As tracking of 
remote workers has become widespread, 
a clear legal framework governing options 
for this surveillance and limits to its extent, 
is yet to be fully established and remains 
underdeveloped even where it does exist.

Remote and home working have caused 
much uncertainty about how to strike an 
appropriate balance between ensuring work 
is done and protecting the employer1, on 
the one hand, and safeguarding employees’ 
rights and privacy, on the other. Employee2 
tracking arrangements, new technologies 
and apps used to collect data mean 

surveillance of home workers has become 
frequently intrusive and threatens workers’ 
rights and autonomy. For companies that 
monitor their staff – and in doing so also 
collect data on them – regulating these 
practices, obtaining employee consent, 
and ensuring transparency of the process 
are crucial for permitting dignified work and 
maintaining employee trust. 

As such, this study investigates the Serbian 
legal framework for remote and home 
working3, ways in which employers use new 
technologies to track their workers, and 
safeguards that apply to employee rights 
and privacy in these circumstances. The 
study sheds new light on four important 
aspects of home working. Firstly, it 
examines the key statutory preconditions 
that enable clear regulation of this type of 
work. Secondly, it assesses justifications for 
collecting employee data, both in general 
and using apps. Thirdly, the study looks 
at how employers use new technologies 
to track worker performance. Fourthly, it 
deals with how companies collect and keep 
employees’ personal data, since closer 
monitoring entails greater data collection 
and may result in privacy infringements. 
Lastly, the report looks at options for 
ensuring dignified work that still allows 
employers to track their workers.

The study report comprises an introduction, 
a section providing background information, 

1 This report uses ‘employer’ and ‘manager’ interchangeably.
2 This report uses ‘employee’ and ‘worker’ interchangeably.
3 Work from home and remote work are used as synonyms in this analysis and generally refer to the work 
taking place outside the employer’s premises. The Serbian Labor Law (“Official Gazette of the RS”, No. 24/2005, 
61/2005, 54/2009, and 32/2013), recognizes work outside the employer’s premises, which includes both remote 
work and work from home (Article 42, paragraph 2). In 1996, the International Labor Organization adopted the 
Home Work Convention (No. 177) defying for the first time this kind of work as “work performed in the worker’s 
home or elsewhere of his / her choice, other than the employer’s workspace”.
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The outbreak of Covid-19 and the large-
scale shift to working from home has thrown 
the issue of employee monitoring into 
sharp relief. New working arrangements 
have led to greater use of surveillance to 
track worker behaviour and performance 
(Maalsen and Dowling, 2020). Increased 
monitoring has, in turn, created a new 
set of challenges, suggesting the need 
for a broader framework to balance the 
economic interests of companies with the 
personal and economic needs of workers. 
With technology broadening the envelope 
of what monitoring tools can do, protection 
in the workplace and employee rights are 
becoming issues whose importance needs 
to be emphasised more than ever before.

According to the definition of Lyon (2001), 
surveillance means ‘any collection and 
processing of personal data to influence 

those whose data are collected’. In fact, 
worker surveillance can be viewed as part 
and parcel of being employed. Workers 
expect their performance to be reviewed, 
objectives to be set, and information 
about their activities to be collected. By 
contrast, employers have the right to 
monitor their staff to ensure that resources 
are used efficiently, trade secrets are kept 
confidential and risk is managed, and that 
employees comply with regulations. In that 
sense, surveillance can be seen as good 
management practice.

In recent years, surveillance has expanded 
to cover a variety of areas, in particular 
employment. A comprehensive assessment 
by the European Commission’s Joint 
Research Centre (Ball, 2021) notes that 
greater worker surveillance has in fact 
resulted from two large-scale trends in the 
labour market, the first being the growth 
in platform work and the second the 
emergence of remote and home working 
driven by the coronavirus pandemic. Both of 
these factors have led to increased use of 
ICT for employee surveillance.

Graham and Wood (2003) describe the 
evolution from an analogue or bureaucratic 
type of surveillance to an increasingly 
prevalent digital model that has enhanced 
the efficiency of surveillance and made it 
ubiquitous. New technologies have allowed 
supervisors to constantly monitor workers, 

an explanation of the methodology, findings, 
conclusion, and recommendations.
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even when they are not physically present. 
More than ever, technology permits all 
worker actions and movements to be 
recorded and analysed in real time or at 
any other moment. Modern electronic 
surveillance options have turned the 
workplace into a ‘panopticon’, subjecting it 
to constant oversight (Manokha, 2020).

Surveillance has, therefore, emphasised 
issues of employee autonomy and 
power asymmetry in the employer-
worker relationship. This has raised a 
variety of issues, starting from who owns 
the equipment that workers use, which 
surveillance mechanisms are permitted, 
which monitoring apps are invasive and 
which are acceptable, and which data the 
employers are allowed to collect and retain. 
For instance, an employer’s right to track 
an employee may extend so far as to alter 
the substance of the employee’s duties, 
include performance instructions, and permit 
the employer to sanction a worker if orders 
are not complied with. New surveillance 
technologies can be inherently intrusive, 
threatening employees’ autonomy and 
rights. (Barrenechea-mendez et al., 2016; 
Ludovici et al., 2021)

Most of the debate has to date focused 
on how corporations employ surveillance 
and use data, with less emphasis placed 
on ethical issues of such monitoring and 
compliance with labour law, or workers’ 
attitudes towards the tracking arrangements. 
In fact, as the extent of surveillance has 
continued to grow, existing laws have been 
extended and new ones passed, and ethical 
considerations and key employee rights, 
such as the right to privacy, have come to 
the forefront of the regulatory discussion 
(Bodie et al., 2016).

When it comes to home working and the 
need for ‘allowing employees autonomy 
to organise their own work’, permanent 
supervision measures have questionable 

efficiency (Fairweather, 1999). Employee 
oversight ought to respect workers’ right 
to privacy, taking into account the extent 
to which an employee’s person is visible 
to their managers and to what extent this 
monitoring intrudes into workers’ personal 
lives (Lee and Kleiner, 2003). The greater 
the extent to which management is able 
to directly monitor and control employee 
performance by means of new technologies 
that permit robust oversight mechanisms, 
the less satisfied the workers will be with 
their jobs.

Studies devoted to employee monitoring 
particularly emphasise data collection and 
management. It has been observed that 
transparency and clarity about data tracking 
and collection are crucially important for 
employees (Zielinski, 2020). Strong links 
have been identified between employees’ 
positive attitudes towards monitoring as a 
requirement and their trust in employers, 
with workers being more likely to accept 
surveillance if they recognise that employers 
comply with monitoring procedures 
(Workman, 2009).

This study is a pioneering attempt to 
define employee-employer relationships in 
the context of how working from home is 
monitored. The findings ought to promote 
an understanding of the key trends and 
offer recommendations for an efficient, 
transparent, and trust-based surveillance 
system that respects labour rights and 
formal instruments governing employee 
monitoring and data collection.
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METHODOLOGY

EMPLOYEE SURVEY

The research employed a combined 
mix-method approach that reflected the 
research’s main aim – critical interrogation 
of the employment relations in the context 
of remote and home working in Serbia. 
Two surveys were conducted, one with 
workers who had been working from home 
for at least some time over the previous two 
years, and one with company managers 
and executives who had experience in 
these working arrangements that predated 
the Covid-19 outbreak. Sampling criteria 
was designed to encompass workers and 
company managers from existing business 
sectors in Serbia, as per national statistical 
classification with the aim to identify remote 
workers’ monitoring practices and different 
approaches throughout out the spectrum 
of various business sectors. The study 
also included interviews with experts and 
specialists in labour law and personal data 
protection.

The employee survey took place online 
using a structured questionnaire, and 
facilitated by Computer Assisted Web 
Interviewing tool (CAWI). The survey 
sample was designed as to encompass 
workers coming from all business sectors as 
per national sectors’ stratification in Serbia. 
The sampling strategy aimed at identifying 
surveillance intensive sectors, while 
assessing different practices of monitoring 
remote work in different economic sectors. 

18-24 years 25-34 years

35-44 years 44-55 years

55-64 years

Figure 1. Employee respondents by 
age

The survey sample comprised 366 
respondents. The employee survey was 
conducted in July 2021 by Belgrade-based 
opinion polling firm Smart Plus Research.

A total of 56 percent of those polled were 
women, whilst 44 percent were men. More 
than one-half of all respondents (51 percent) 
were aged 25 to 44. The least numerous 
cohorts were the 18 to 24 age group (at 3 
percent) and the 55 to 64 category (which 
accounted for 13 percent) (Figure 1). 
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Furthermore, the workers surveyed were 
exceedingly well educated: more than 
half of the respondents (58 percent) 
were university graduates, whilst the 
remainder had college (13 percent) and 
secondary school diplomas (26 percent). 

Most of those polled were employed 
in industries with previous experience 
of remote working, such as finance 
and banking, information and 
communication, research and 

Electricity, gas, steam and air conditioning supply

Water supply, sewerage, waste management and 
remediation activities

Agriculture, forestry and fishing

Mining

Construction

Health and social work

Manufacturing

Transporting and storage

Public administration and defence, compulsory social security

Professional, scientific and technical activities

Information and communication

Financial and insurance activities

Wholesale and retail trade and repair of motor vehicles and 
motorcycles

Other service activities

Administrative and support service activities

Education

Figure 2. Structure of respondents by activity - EMPLOYEES

development, trade, administrative and 
support service activities, education, 
public administration, and other service 
activities (Figure 2). 

In addition, the sample was designed 
to encompass workers across four 
Serbian regions: respondents based in 
Vojvodina accounted for 25 percent of all 
respondents, residents of Šumadija and 
Western Serbia made up 22 percent, 
those based in Belgrade accounted 
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Electricity, gas, steam and air 
conditioning supply

Water supply, sewerage, waste 
management and remediation activities

Agriculture, forestry and fishing

Mining

Construction

Health and social work

Manufacturing

Transporting and storage

Public administration and defence, compulsory social security

Professional, scientific and technical activities

Information and communication

Financial and insurance activities

Wholesale and retail trade and repair of 
motor vehicles and motorcycles

Other service activities
Other service activities

Administrative and support service activities Administrative and support service activities

Education

Figure 3. Structure of respondents by activity - EMPLOYERS

The phone survey of company 
managers from all business sectors 
as per national sectors’ stratification 
was conducted with the aim to assess 
employers’ practices and experiences 
in the field of remote work monitoring 
techniques by each selected sector. 
The survey employed a structured 
questionnaire. There were a total of 
113 respondents, 56 percent of which 
were women and 44 percent men. This 
segment of the research was conducted 
by the Public Policy Centre team in 
August and September 2021.

In contrast to the employees, most of 
which were under 44, as many as 57 

EMPLOYER SURVEY

percent of the executives surveyed were 
aged 34 to 54.

More than two-thirds of the managers 
were university graduates (76 percent), 
followed by those with college degrees 
(12 percent). As in the employee 
survey, most respondents came from 
industries where working from home 
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Southern and Eastern Serbia comprised 
20 percent of the sample.



was commonplace before the pandemic 
and only became even more widespread 
with Covid-19 (Figure 3). 

Unlike the employee survey, which 
involved nearly equal proportions of 
respondents from the country’s four 
regions, most managers (71 percent) 
were based in Belgrade. Executives 
from Southern and Eastern Serbia came 
second (with 18 percent), followed by 
those based in Vojvodina (10 percent).

Both surveys looked at arrangements 
for working from home, types of data 
gathered, data collection practices 
and uses to which those data are put, 
awareness of regulations, and personal 
experiences of violations of employee 
privacy and dignity.

In order to shed light on the common 
space in the application of the labor law 
and the law on personal data protection, 
which has not been significantly tested 
in practice before, semi-structured 
interviews were organised with labour 
law and data protection experts, relevant 
public authorities such as the Ministry 
of Labour, Employment, Veterans’ and 
Social Issues, independent watchdogs 
including the Commissioner for 
Freedom of Information and Personal 

INTERVIEWS WITH LABOUR 
LAW AND PERSONAL DATA 
PROTECTION EXPERTS

RESEARCH LIMITATIONS

Data Protection, representative trade 
unions, and workers. A total of 11 
such interviews took place online 
from October 2021 to February 
2022. Responses from the Labour 
Inspectorate were obtained through a 
freedom of information request.

This first exploratory research into 
the surveillance of remote workers in 
Serbia was performed from July 2021 
to February 2022. The data were used 
in accordance with ethical research 
principles (Townsend and Wallace, 
2016) and in compliance with statutory 
personal data safeguards.

The surveys’ designs strategy involves 
common business sectors stratification 
of the samples in two surveys. On 
the other hand, the strategy relied on 
sampling of different companies within 
the same sector from which workers 
and managers come from. The main 
rationale for such an approach was an 
attempt to minimise the incidence of 
correlation bias. Yet as a result, data 
were not analysed in comparative 
fashion at the level of companies.

Considering the exploratory nature of 
this research, the above approach in 
surveys’ designs did not compromise 
data analysis and their interpretation 
from the perspectives of conceptual 
determinants selected for this research.
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Working from home has also proved a 
novel challenge for the Serbian labour 
market. According to official statistics, 
due to the pandemic, in April 2020 
remote working was the only alternative 
for some 10 percent of the country’s 
active workforce. The latest data for the 
first three quarters of 2021 released 
by the Statistical Office of the Republic 
of Serbia suggest these arrangements 
had largely remained in place. Over the 
course of those two years, as revealed 
in this study, both workers and firms 
faced many challenges with working 
from home and employee surveillance.

The key findings governing remote 
work: 1) regulations governing remote 
work, 2) legitimate and illicit grounds 
for collecting employees’ personal 
data, and 3) collection and processing 
of employee data to monitoring their 
performance when working from home. 
This section first discusses existing 
employee surveillance options, followed 
by emerging app-based tracking 
technologies. The final section presents 
4) how employee data are stored and 
what rights staff have to access this 
information.

At the outset of the Covid-19 pandemic, 
Serbia, like many other countries, 
faced a rapid switch to home working 
in sectors where this was feasible. On 
average, in 2020, nearly 10 percent of 
all employees worked remotely either 
intermittently or full-time (RZS, 2020). 
Whilst final statistical data are yet to 
be made available, estimates suggest 
the figure did not change appreciably 
in 2021, when this research was 
conducted.

Remote work and work from home 
are governed by the Serbian Labour 
Law (2005). The basic instrument 
regulating this kind of work is the 
employment agreement (in cases 
where the employee is able to work 
from home as soon as they join a firm) 
or an addendum to the employment 
agreement where the employee 
switches from working on company 
premises to working from home (Labour 
Law, 2005). The agreement or the 
addendum must also regulate a number 
of key issues, such as the employer’s 
responsibilities in providing, maintaining, 
and installing equipment required by 
the employee; reimbursement the 
employee is entitled to when using 
their own equipment; reimbursement 
of other costs associated with working 
from home, such as broadband costs; 
employee oversight; working hours, 
and other aspects. This requirement is 
additionally underscored in a ‘Guide for 

KEY FINDINGS
REGULATIONS GOVERNING REMOTE 
WORK
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Safe and Healthy Work from Home’, 
published by the Ministry of Labour, 
Employment, Veterans’ and Social 
Issues in early 2021.

Nevertheless, even though the 
executives and managers surveyed for 
this study were no strangers to working 
from home, most of their companies 
(61 percent) did not offer their staff 
addenda to employment agreements 
when shifting to remote work. Only 
one-quarter (26 percent) claimed to 
have done so, whilst the remainder (13 
percent) did not answer the question. 
Employers who signed addenda to 
employment agreements with their 
workers mostly came from the finance 
and insurance industries and the service 
sector.

Employers and workers differed 
greatly in their perceptions of whether 
companies had provided staff with 
equipment.

Some three-fifths of the workers 
reported using their own desktop or 
laptop computers, whilst no more than 
27 percent confirmed their firm had 
made one available. By contrast, 78 
percent of the managers claimed they 
had provided devices, whereas 13 
percent admitted staff were using their 
own devices.

Differences between the two samples 
go some way towards explaining this 
discrepancy, since the workers and the 
employers did not necessarily come 
from the same companies. However, 
the scale of the gap requires additional 
investigation into this issue. The 

employee survey found that residents 
of Belgrade and ICT workers were more 
likely to use company-owned computers 
when working from home. 

Ownership of equipment is also 
relevant for the exercise of other 
employee rights. The Labour Law 
explicitly requires employers to 
compensate staff working for home 
for the use of any equipment owned 
by workers, as well as to reimburse 
their other costs. The manager survey 
found only 15 percent of all companies 
reimbursed employees who used their 
own computers, whilst both surveys 
revealed that workers generally used 
their own desks and chairs without 
compensation. As such, even though the 
findings clearly suggest many employers 
made use of their own equipment and 
furniture, few firms reimbursed them for 
doing so.

Article 42.3.4 of the Labour Law allows 
employees to use their own equipment. 
Nevertheless, failure by a firm to provide 
its staff with computers is risky for a 
variety of reasons. Some of the more 
obvious ones include the potential loss 
of control over trade secrets and other 
confidential information, inability to 
enforce cybersecurity, substantial risk of 
data breach, use of pirated software (in 
case the firm does not supply licences 
for all necessary programmes), and, 
potentially, undue impact on personal 
data. The company would also be 
required to reimburse the employee for 
the use of their own computer, as well as 
having to enact a formal ‘bring your own 
device’ policy (Chouffani, 2021).

14



A firm that does not enter into an 
addendum to an employment agreement 
with a staff member switching to 
remote work may be committing a 
misdemeanour that carries fines for both 
the company and its responsible officer 
ranging from 6,800 to 17,000 EUR.4

Employees who believe their rights 
have been violated may seek protection 
from the Labour Inspectorate or bring 
a formal complaint in court. According 
to the Labour Inspectorate, this body 
did not receive any petitions alleging 
violations of home workers’ rights from 
March 2020 to February 2022.5 As many 
staff were not offered addenda to their 
employment agreements, this reluctance 
to contact the Labour Inspectorate may 
be due to other reasons, including lack 
of awareness and/or fear of losing one’s 
job.

In conclusion, a substantial number of 
employees worked from home without 
having signed the required addenda 
to their employment agreements, 
meaning their rights were not properly 
safeguarded as envisaged by the 
Labour Law. At the time this research 
was conducted, employers could refer to 
both the law and the ‘Guide for Safe and 
Healthy Work from Home’, suggesting 
they had access to ample information 
about how to make arrangements for 
remote work.

By not signing addenda to their 
employment agreements, and by 
being unaware of their ability to seek 
protection from the Labour Inspectorate 
or hesitant to do so, employees have 
exposed themselves to additional risk of 

The collection of employees’ personal 
data is governed by the Personal Data 
Protection Law (PDPL, 2018) and the 
Labour Law (2005), but, despite the 
PDPL requiring all other regulations to 
be fully harmonised with it by the end 
of 2020, the Labour Law has not been 
brought into line with data protection 
rules,6 creating a grey area with regard 
to surveillance of workers on company 
premises and whilst working from 
home. This arrangement is at odds 
with EU practice, where the General 
Data Protection Directive7 applies to 
employment issues and envisages 
steep fines for privacy breaches, both 
in general and in connection with 
employment.8 The Serbian PDPL 
provides for penalties in the event of 
any collection or processing of personal 
data in contravention of that law, 
regardless of the person or organisation 
responsible for the privacy violation, 
and as such those provisions should 
apply to any employers illegally handling 
employee data. The Labour Law 
does not devote sufficient attention to 
protecting workers’ personal information, 
nor does it appropriately define this 
matter insofar as employees are 
concerned. In other words, it does not 
reflect the nature of the subordinate 
position of employees vis-à-vis 
employers, meaning that companies 
are subject only to the general penalty 

LEGITIMACY OF PERSONAL DATA 
COLLECTION

4 Violation of other provisions of the law (including breaches of employee rights under Article 42 in connection 
with agreements allowing staff to work from home) also carries a fine of between 600,000 (cca 5,100 EUR and 
1.5 million dinars (cca 12,700 EUR).
5 Response to a freedom of information request dated 11 February 2022.
6 Interview with the Commissioner for Freedom of Information and Personal Data Protection, 18 February 2022.
7 Also referred to as the GDPR. This is a European legal instrument adopted in May 2018 to enhance control 
exercised by European citizens over personal data that companies can legally possess.
8 Interview with the Commissioner for Freedom of Information and Personal Data Protection, 18 February 2022.
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provisions of the PDPL.

Employers commonly collect personal 
data at the time the worker signs the 
employment agreement, regardless 
of where the work is to be done.9 
The employees surveyed cited 
additional bases for gathering personal 
information, such as confidentiality (34 
percent), attendance and performance 
monitoring (24 percent), planning 
and tracking employment policy 
(19 percent), protecting intellectual 
property (17 percent), preventing 
abuses with company vehicles and 
equipment (14 percent), and the like. 
Fewer respondents reported collecting 
data for archiving purposes in the 
public interest, research purposes, or 
statistical purposes. Some 4 percent 
of the companies denied collecting 
employees’ personal data, which is 
unlikely and suggests misunderstanding 
of what constitutes personal data rather 
than actual company policy, since 
any employer entering into any type 
of employment agreement will in fact 
collect its staff’s personal data.

Complete transparency in how ‘data 
controllers’ (here, the employers) 
process personal data, otherwise 
referred to as the right to be informed, 
is a fundamental employee right in 
accordance with the PDPL (2018). This 
piece of legislation requires companies 
to notify all employees (‘data subjects’) 
of any collection or processing of their 
personal data, and the notice must 
describe the data being processed, 
purpose and basis for such processing, 
data retention period, and any transfer of 
data to a foreign country, and must also 

communicate the rights of employees in 
connection with this instance of personal 
data processing.

However, the research suggests that 
only about half of all employers notified 
their staff that their personal data 
were being processed. In other words, 
one-half of our sample of companies 
processed employees’ personal data 
illegally.

Employees are also required to 
provide a detailed description of the 
purpose for which personal data 
are processed, which is usually done 
through internal corporate policies. 
Nevertheless, the fact that only 41 
percent of all firms had formal policies 
that governed personal data protection 
suggests most of them did not meet this 
requirement.

The companies reported engaging 
in a variety of activities to notify staff 
of the collection and processing of 
their personal data including the 
following10: obtaining employee consent 
(as mentioned by 32 percent of the 
managers interviewed) and informing 
employees about data collection in 
meetings (27%) or in writing (15%). The 
legality of all of these three explanations 
is doubtful. If notified orally, employees 
are denied the legally mandated written 
and accessible notice of data collection, 
processing, and storage that provides 
an explanation of their rights. On the 
other hand, employers who claimed to 
have notified their staff in writing may 
not have done so in full compliance with 
the PDPL, meaning in an intelligible 
and easily accessible form, and may 

9 The Labour Law stipulates that the following data may be collected at this time: first and last name, permanent 
or temporary address, educational qualifications, and information related to the employee’s position (job title and 
description, place of work, type of employment, term of agreement, start date, working hours, and salary).
10 The survey questionnaire permitted multiple answering.
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not have provided all the information 
mandated by data protection law.

The findings reveal companies often 
relied on employee consent as the 
legal basis for collecting employment-
related personal data. As described 
above, 32 percent of executives 
claimed staff had signed off on written 
consent forms for this purpose, as did 
33 percent of the workers surveyed. 
Nevertheless, obtaining consent is not 
the only legal basis for collecting and 
processing personal data in connection 
with employment. The PDPL also 
envisages other lawful bases, including 
where data collection is required for the 
performance of a contract with the data 
subject or to take steps at the request of 
the data subject prior to entering into a 
contract (as is the case with employment 
agreements); for compliance with a legal 
obligation to which the data controller 
is subject (which the employer also has 
vis-à-vis the employee); and so on.11

In other words, there is a limited set 
of situations in which data collection 
and processing has to be based on 
consent. It also ought to be borne in 
mind that such consent must be given 
freely without compulsion, which may be 
questionable given that employees are 
legally subordinate to their employers. 
Consent can also be revoked at any 
time, making any continued processing 
based on such consent unlawful.

In conclusion, many employers are 
unaware of their legal responsibilities 
or consciously choose to violate 
them. Non-compliance with the law is 
to a large degree caused by lenient 

Most employers monitor employees 
working from home in the same 
way they did when the staff were on 
company premises. Both executives 
and workers reported pre-existing 
surveillance methods continued to be 
used. As shown in Figure 4 below, the 
majority of firms monitored employees 
by requiring oral or written reporting or 
timesheets. Employers also monitored 
workers’ e-mails, tracked the use 
of company cars and phones, used 
performance monitoring apps and video 
surveillance, with some also following 
what employees did online or posted on 
social media (Figure 4).

penalties. This policy facilitates abuses 
with employee surveillance.

MONITORING EMPLOYEE PERFORMANCE

1.   EMPLOYEE SURVEILLANCE IN 
GENERAL

11 For personal data processing to be lawful, it must be based on one of the following grounds set out in the 
Personal Data Protection Law: (i) the data subject has given consent to the processing of his or her personal data 
for one or more specific purposes; (ii) processing is necessary for the performance of a contract to which the data 
subject is party or in order to take steps at the request of the data subject prior to entering into a contract; (iii) 
processing is necessary for compliance with a legal obligation to which the controller is subject; (iv) processing 
is necessary in order to protect the vital interests of the data subject or of another natural person; (v) processing 
is necessary for the performance of a task carried out in the public interest or in the exercise of official authority 
vested in the controller; (vi) processing is necessary for the purposes of the legitimate interests pursued by the 
controller or by a third party, except where such interests are overridden by the interests or fundamental rights 
and freedoms of the data subject which require protection of personal data, in particular where the data subject is 
a child. 17



5%   No answer

4%   Other

14%  No employee surveillance 

11%   Video surveillance is used

19%  Mileage and routes taken by 
company cars are monitored

7%   Employee communication with 
clients/other stakeholders is monitored

4%  Company telephone use by 
employees is monitored

3%  Employee activity on social media is 
monitored

6%  Employee activity online is monitored

1%   Computer monitoring software is 
used (such as Teramind)

3%   Proof-of-work and time tracking 
software is used (such as Hubstaff)

9%  E-mails are monitored
 
18% Staff are required to update task/
project timesheets

39% Staff are required to regularly 
report their activities and performance in 
writing

52% Staff are required to regularly 
report their activities and performance 
orally

Figure 4. Which of the following does your company practise when staff work 
from home? EMPLOYERS
*The survey questionnaire permitted multiple answers
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Staff are required to regularly 
report their activities and 

performance orally

At home

Staff are required to regularly 
report their activities and 

performance in writing

E-mails are monitored

Mileage and routes 
taken by company cars 

are monitored

Employee activity online 
is monitored

Staff are required to update 
task/project timesheets

Employee activity on social 
media is monitored

Company telephone use 
by employees is monitored

Conversations are monitored

Other

None of the above

Computer monitoring 
software is used (such as 

Teramind)

Proof-of-work and time 
tracking software is used 

(such as Hubstaff)

Video surveillance is used

Figure 5. Which of the following does your company practise when staff work 
from home? EMPLOYEES
*The survey questionnaire permitted multiple answers

Employees commonly claimed 
performance monitoring relied on oral 
and written reporting, e-mail monitoring, 
mileage tracking for company cars, 
monitoring of online activity, regular 
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timesheet updating, and video 
surveillance. Figure 5 below shows a 
detailed breakdown of their answers.



Companies must have a lawful basis for 
collecting employee data. As a rule, the 
company’s legitimate interest may be 
considered a valid basis for processing 
data collected using video surveillance. 
For such surveillance to be deemed 
permissible, the company has to assess 
whether there is a legitimate interest for 
processing personal data, and in doing 
so must determine whether the purpose 
of data processing may be achieved 
through less intrusive surveillance 
methods. This assessment of the 
employer’s legitimate interest should be 
clearly documented.

Any surveillance that is not strictly 
necessary must be discontinued if its 
purpose (here, performance monitoring) 
can be achieved by less intrusive means 
of tracking. This applies to working both 
from home and on company premises. 
For instance, a firm that uses closed-
circuit television (CCTV) surveillance at 
the entrance to its offices or in corridors 
for security purposes should adopt a 
formal corporate CCTV surveillance 
policy, assess legitimate interest using 
the three-part test, and document this 
assessment in accordance with the 
model published by the Commissioner 
for Freedom of Information and Personal 
Data Protection.12

The Commissioner for Freedom 
of Information and Personal Data 
Protection has taken the position that 
some types of surveillance, such as 
e-mail monitoring, video surveillance, 
and recording of telephone 
conversations, are permitted only 
in exceptional cases and for clearly 
defined purposes that cannot be 
achieved otherwise.

Tracking of employee activity on 
social media is a controversial form of 
oversight. In some cases, such action 
by employers can be seen as legitimate, 
for instance, if staff are required to use 
social media for work, or if some social 
media or websites are explicitly banned 
for whatever reason.

Such action would be lawful only if 
done with complete transparency, 
in other words, if staff were clearly 
and comprehensively made aware 
the tracking was taking place. That 
being said, in most cases not even full 
transparency would justify this type of 
surveillance in the absence of a clear 
and lawful purpose, making it illegal to 
randomly track social media use by staff.

In conclusion, even before switching 
to remote work, companies monitored 
their staff in ways that were unlawful or 
were only lawful under highly specific 
conditions. These methods remained in 
place as employees shifted to working 
from home, and, as the next chapter will 
show, were expanded through the use 
of tracking software (some of which is 
unlawful since the data collection is not 
justified by the purpose the employer 
seeks to achieve).

2.   EMPLOYEE SURVEILLANCE USING 
DEDICATED SOFTWARE
The survey has revealed limited use 
of dedicated software for employee 
surveillance. Performance monitoring 
apps were used infrequently (this was 

12 Compliance with this principle will be addressed in greater detail below.
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reported by 2 percent of those polled), 
although they were more common in 
the IT industry (13 percent) and at call 
centre firms (8 percent). No more than 8 
percent of the employees and 4 percent 
of the managers surveyed claimed 
to use next-generation performance 
monitoring software such as Clockify13 
and Time Doctor,14 (Hamers, 2019; 
Christian, 2020) with the former based 
on employers trusting their staff to 
input timesheets data correctly and the 
latter considered intrusive and able to 
be installed on a device without user 
knowledge.

Interviews with privacy experts and 
trade unions suggest companies 
have considered introducing a variety 
of software, only to back out after 
consultations with lawyers or faced with 
trade union reactions.

Importantly, unlawful surveillance can 
also take place using software not 
expressly intended for monitoring home 
workers, including video conferencing 
apps such as Zoom. Interviews revealed 
staff were asked to remain logged 
into Zoom and keep their computer 
cameras switched on at all times to 
allow employers to monitor them, which 
constituted a violation of privacy and a 
form of data processing that could not 
be justified by any legitimate interest on 
the part of the employer.15 In another 
case, a company abused the otherwise 
unintrusive app Slack by asking staff to 
log work at very short intervals, which 
amounted to real-time surveillance.16

Even though productivity and efficiency 
tracking apps are not widely used 
in Serbia, experiences from other 
13 Clockify is a trust-based time tracker, meaning that individuals are encouraged to be truthful and accountable 
about the information they put in. 
14 Time Doctor is one of the most popular employee efficiency trackers that can monitor web sites and apps as 
‘the cure for time-wasting habits’. The developers market their software as a ‘productivity’ rather than a ‘surveil-
lance’ tool, but it can be used to track someone without their knowledge.
15 Interview with personal data protection expert, 21 January 2022.
16 Ibid.
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countries suggest this software is 
quickly becoming ubiquitous. The study 
therefore devoted particular attention 
to how the apps can be installed on 
devices used by employees.

As demonstrated above, staff working 
from home used both company-provided 
computers and their own devices. 
The right to access a device depends 
on who owns it. Some 40 percent of 
the employees surveyed reported 
companies could access their computers 
remotely, and this was particularly 
true for call centers staff (64 percent 
of which shared this view). Given that 
call centers workers claimed nothing 
had changed in how their performance 
was monitored, this high percentage 
should not be interpreted as denoting 
an increase in the already intrusive 
surveillance practices in this industry 
(Jakobi & Radonjić, 2019). One-third 
of the staff claimed employers could 
access their computers only with their 
approval, whilst the remainder reported 
their employers were not able to access 
their devices under any circumstances. 
Nevertheless, staff commonly installed 
software such as AnyDesk and 
TeamViewer that allowed corporate IT 
support to log onto their machines for 
troubleshooting or to set up additional 
apps.

Of the 37 percent who claimed to use 
company-owned computers, more than 
one-half (60 percent) claimed employers 
could access their devices either with or 
without their permission.

In and of itself, the ability to remotely 
access computers and data does 
not constitute a violation of privacy, 



but this type of access is permitted 
only where necessary for a legitimate 
and lawful purpose and if completely 
transparent. As such, remote access 
without employee permission (a 
practice of which no more than 13 
percent of employee respondents were 
aware) is not lawful under the PDPL and 
represents an infringement of the right 
to personal dignity guaranteed by the 
Labour Law.

To conclude, since an employee’s 
desktop or laptop computer is essential 
for work and must be provided, set up, 
and maintained by the employer, the 
employer has a legitimate interest in 
having some access to that machine 
as part of its own information 
infrastructure. On the other hand, in 
the vast majority of cases, access to 
a private computer that may contain 
an employee’s personal data could 
constitute an infringement of privacy. As 
such, the only clear-cut solution to this 
problem would be to use exclusively 
company-owned computers, whilst 
staff members’ own machines or other 
devices (such as mobile phones) could 
be utilised on an ad hoc basis and in 
exceptional cases, such as to check 
e-mail and the like, but employers would 
not be granted access to them. In short, 
this approach would address a variety 
of potential issues, since it would be 
much easier for a company to comply 
with the PDPL when installing software, 
restricting access, and maintaining a 
computer if the device was owned by the 
company and not used by an employee 
to store personal data unrelated to their 
work. By contrast, the risk of privacy 
violation is much greater if the computer 
is owned by the staff member.

As noted above, few employers used 
performance monitoring software. 
Most (77 percent) of those that did 
so reported notifying employees in 
writing of their intent to make use of 
the software before installing the apps, 
whereas others shared this information 
with staff orally before first using the 
software (7.7 percent) or once they 
had begun to do so (7.7 percent). The 
remaining companies did not give their 
employees such notice.

Without being privy to each specific 
case it is impossible to say whether 
using performance monitoring software 
is a violation of privacy or a justified, 
legitimate, and lawful business decision. 
This depends on a variety of factors, 
such as the purpose, proportionality, 
and transparency of the monitoring 
arrangements, the firm’s industry, and 
the like.

Where a type of processing is likely 
to result in a high risk to the rights 
and freedoms of natural persons (in 
this case, a company’s employees), 
the data controller (in this case the 
employer) is required to carry out an 
assessment of the impact of the 
envisaged processing operations 
on the protection of personal data 
prior to the processing. Of the very few 
employers who reported using these 

3.   IMPACT OF PERFORMANCE 
MONITORING ON PERSONAL DATA 
PROTECTION
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apps, one-half claimed to have carried 
out this impact assessment. Where 
a data protection impact assessment 
indicates that the processing would 
result in a high risk in the absence of 
measures taken by the controller to 
mitigate the risk, the data controller 
shall consult the Commissioner for 
Freedom of Information and Personal 
Data Protection prior to processing.

Even though employers seem to have 
committed violations of the PDPL, in the 
reporting period the Commissioner for 
Freedom of Information and Personal 
Data Protection did not receive any 
complaints in the course of the reporting 
period, nor found any instances of 
unlawful use of performance monitoring 
apps when conducting scheduled 
oversight.17

To summarise, it seems that the 
relatively limited use of intrusive 
performance monitoring apps is not the 
result of strict adherence to the law but 
is rather attributable to poor computer 
literacy and a variety of deterrents such 
as legal advice and trade union activism.

17 Interview with the Commissioner for Freedom of Information and Personal Data Protection, 18 February 2022.
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RETENTION OF PERSONAL DATA AND 
PRIVACY VIOLATIONS

1.   RETENTION OF PERSONAL 
DATA
Notice given to an employee of how 
their personal data are collected and 
processed also explains how the data 
are to be retained, who can access the 
data, and how the employee can retrieve 
the data and request to rectify it or have 
it erased, where this is envisaged by the 
PDPL.

No more than 38 percent of the workers 
surveyed were aware of a corporate 
data retention policy, and only 40 
percent of these knew how to easily find 
this document (or reported it had been 
delivered to them or posted on a notice 
board).

The employees were somewhat more 
knowledgeable about how their data 
were retained and who could access 
it. Most (70 percent) reported their 
company retained their data in both an 
electronic and a physical format, whilst 
one-third were not aware of where their 
data were stored.

The greatest percentage of the 
respondents believed their data could 
be accessed by the company’s human 
resources (HR) department (61 percent), 
line managers (57 percent), or finance 



department (31 percent). Twenty percent 
reported their data was available much 
more widely (to all managers or even 
all staff). The manager survey resulted 
in similar findings, with executives 
reporting employee data could be 
accessed by the HR department (46 
percent), line managers (16 percent), 
and finance department (10 percent). 
Worryingly, 46 percent did not answer 
the question, whilst a final 10 percent 
believed all managers or all staff could 
access the data.

As many as 88 percent of the 
employees surveyed could not say 
where performance data were stored, 75 
percent reported receiving no feedback 
based on performance monitoring, and 
43 percent did not know how often 
productivity and attendance data were 
tracked. At the same time, more than 50 
percent of the employees claimed they 
could not access productivity data they 
themselves input. This is not necessarily 
a violation in and of itself, but staff would 
have to be made aware of their right to 
request access to these data.

In conclusion, findings of employee 
and manager surveys suggest many 
employers stored their workers’ personal 
data in a manner that allowed all staff 
to access them. This is unlawful, since 
personal data must be stored so that 
only authorised persons can access 
them through an appropriate system of 
access privileges.

The PDPL makes it illegal to allow any 
third party to access employee data, 
except as permitted by the law or where 
this is necessary to prove the existence 

of rights and responsibilities arising 
from or in connection with employment. 
Employees may seek damages for any 
such violation of privacy under the Law 
of Contracts and Torts.

Employees rarely reported awareness 
of being able to access personal data 
retained by their employers and demand 
the deletion of any data not directly 
related to their work, even though this 
right is enshrined in the law. The PDPL 
(2018) guarantees employees the 
right of access to personal data in a 
procedure defined by law, including the 
right to request rectification or erasure 
of such data in cases specifically 
envisaged by the law. This lack of 
awareness may compromise employers’ 
ability to appropriately inform staff of 
their rights.

The finding that as few as 41 percent 
of companies reported having internal 
policies that regulate personal data 
collection and retention suggests 
firms are insufficiently aware of the 
issues involved. This was borne 
out by interviews with experts, who 
claimed little progress in corporate 
implementation of the PDPL.
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2.   PRIVACY VIOLATIONS
An understanding of the extent to which 
firms are aware of data protection rules 
applicable in the workplace can help in 
interpreting reports of privacy violations.

Both employees and executives 
displayed limited ability to recognise 
privacy violations at their companies. 
Very few employees reported they 
themselves (7 percent) or their co-
workers (8 percent) faced situations 
that could be viewed as privacy 
infringements. The type of violation 
most commonly recognised by the 
respondents was ‘unauthorised access 
to employee data’. At the same time, 82 
percent of the executives claimed they 
had never had reason to suspect they 
had violated the privacy of their staff. 
The remaining 18 percent expressed 
doubts about whether requiring 
Covid-19 vaccination, inspecting 
vaccination certificates, or using facial 
recognition software to control access to 
company premises constituted privacy 
infringements.

The employees seemed to trust their 
companies not to violate their privacy. 
More than 80 percent of those polled 
were ‘mostly’ or ‘completely’ certain 
their firms collected and processed 
their personal data lawfully, whereas 
the majority also believed privacy 
infringements were not particularly 
widespread in Serbia. By contrast, the 
managers were less convinced, with 
69 percent of this cohort believing that 
unlawful data collection was ‘relatively’ 
or ‘very’ common.
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The findings of the study suggest there 
was little awareness on the part of both 
employees and employers of their rights 
and responsibilities associated with 
privacy when working from home.

The respondents showed much less 
understanding and knowledge of 
personal data collection and processing. 
Even though the PDPL took effect 
more than two years ago, its practical 
implementation remains limited, with 
companies failing to recognise how to 
ensure lawful collection and processing 
of personal data.

At the time the Covid-19 pandemic 
broke out, Serbia lacked appropriate 
arrangements to safeguard the privacy 
of home and remote workers, even 
though their rights were enshrined in the 
Labour Law, due to inadequate penalties 
and poor implementation of privacy 
rules. Moreover, the failure to align the 
Labour Law with the PDPL in due time 
has made it possible for employers 
to exceed the bounds of legitimate 
employee surveillance, since general 
data protection rules must be adapted 
to suit the particular nature of the 
employer-employee relationship. Lastly, 
the Labour Law devotes only two articles 
to working from home, an issue that 
necessitates more detailed regulation.

CONCLUSIONS



POLICY RECOMMENDATIONS AT 
THE NATIONAL AND COMPANY 
LEVELS

1.   RECOMMENDATIONS FOR 
POLICYMAKERS
Being modelled after the GDPR, the 
PDPL contains a number of general 
provisions and legal standards, making 
its implementation challenging even 
for companies wishing to ensure full 
compliance. Addressing this issue 
requires a variety of legislative 
interventions to make it easier to apply 
this piece of legislation and provide legal 
certainty in this field, including:

  Seek to amend the PDPL to facilitate 
its practical application. Specifically, 
attention ought to be paid to labour law 
provisions, since this issue is currently 
regulated only by Article 91, and vaguely 
at that. The Data Protection Strategy, 
currently under consideration by a 
working party that includes the Ministry 
of Labour, Employment, Veterans’ and 
Social Affairs, is an excellent opportunity 
to set out strategic avenues of approach 
to regulating how employees’ personal 
data are processed.

  Align labour law with the PDPL. 
Under Article 100 of the PDPL, all other 

legislation was to have been harmonised 
with this law by the end of 2020.

   Insist on the enactment of a law to 
govern video surveillance, given the 
total absence of any regulation in this 
area. Particular attention should be 
devoted to surveillance of employees 
working away from company premises.

   Seek to harmonise case law by 
ensuring positions and opinions 
of the Commissioner for Freedom 
of Information and Personal Data 
Protection concerning labour law are 
published, with particular emphasis on 
employee oversight and the use of new 
technologies.

   Draft a code of conduct to regulate 
this area. Although such a code is 
envisaged by Article 59 of the PDPL, 
it is yet to be enacted. Nevertheless, 
individual sets of standards could be 
adopted by the Employers’ Association, 
Chamber of Commerce, or other 
trade bodies. These codes should 
seek to clarify any outstanding issues 
to facilitate implementation of the 
law and would have to be approved 
by the Commissioner for Freedom 
of Information and Personal Data 
Protection.

   Initiate ratification of the 
International Labour Organisation 
1996 Home Work Convention (C177), 
which sets standards for working 
conditions applicable to homeworkers 
given the distinctive features of these 
working arrangements.
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2.   RECOMMENDATIONS FOR 
EMPLOYERS
To ensure they comply with the PDPL 
and the Labour Law, employers should 
take the following steps:

   If they have not done so already, take 
comprehensive action to ensure 
compliance with the PDPL including 
mapping all personal data; determining 
their specific purposes, legal bases 
for processing, and retention periods; 
adopting procedures and policies 
governing how the data are used; 
reviewing and strengthening technical 
safeguards; and securing appropriate 
international transfer arrangements (if 
required).

   Offer annual training to both 
managers and staff on rights and 
responsibilities in this area.

   Ensure addenda to employment 
agreements are signed in case staff 
switch to remote or home working. 
These legal agreements would regulate 
surveillance arrangements, use of 
equipment, and reimbursement for 
use of assets owned by the employee 
and other expenses. If the employee 
is required to work away from 
company premises from the start of 
their engagement, the employment 
agreement must contain all elements 
required by the Labour Law.

   Strive to provide company-owned 
computers to all staff whenever 
necessary or possible. Having a 
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dedicated work device makes it much 
easier for employers to comply with 
rules and safeguards employee privacy.

   Do not rely excessively on consent 
as the legal basis for processing 
employee personal data and use it 
only in exceptional circumstances. Since 
consent is not the only legal basis or for 
processing data, employees ought to 
abandon the current practice of using 
it to justify personal data collection 
and processing, and instead rely on 
appropriate legal bases envisaged 
by the PDPL (such as performance 
of a contract, compliance with legal 
requirements, and the like).

   Ensure personal data collection 
notices to employees comply with the 
PDPL, meaning that they contain all the 
required information and be concise, 
transparent, and understandable, as well 
as easily available to staff at all times.

   Comply with the requirement to carry 
out assessments of the impact of the 
envisaged processing operations 
where a type of processing is likely to 
result in a high risk to the rights and 
freedoms of employees (as may be the 
case with the use of employee tracking 
software and in other situations). The 
complexity of this process means it 
would be desirable for the Commissioner 
for Freedom of Information and Personal 
Data Protection or business associations 
to develop guidelines.

   In addition to developing general data 
processing documents required by the 
PDPL, companies should also produce 
corporate personal data processing 



Trade unions ought to provide more 
information to their memberships 
and workers in general about the 
requirements of the PDPL and the 
Labour Law, as well as:

   Independently, or together with 
business associations, offer training on 
rights and responsibilities in this area.

   Where staff enter into collective 
agreements, educate union 
representatives to insist these 
documents include employers’ and 
employees’ rights in connection with 
working from home.

   Work with the Labour Inspectorate 
and employers to develop guidelines for 
preventive inspections of companies 
with staff working from home.

   Independently, or together with 
employers and/or civil society 
organisations active in advocating 

3.   RECOMMENDATIONS FOR 
TRADE UNIONS

4.   RECOMMENDATIONS FOR CIVIL 
SOCIETY ORGANISATIONS

workers’ rights, organise outreach 
campaigns to inform workers about 
their rights when working from home.

   In collaboration with foreign trade 
unions, as well as independently, keep 
up to date with emerging software used 
to monitor employees working from 
home and explain the strengths and 
weaknesses of these apps to workers 
and the general public.

   Together with personal data protection 
experts, technology specialists, 
the Commissioner for Freedom 
of Information and Personal Data 
Protection, and other stakeholders, 
organise roundtables about the 
impact of technology on the 
development of new means of 
employee surveillance.

Civil society organisations can 
support these activities in a variety of 
ways:

   Use working parties that monitor 
alignment of Serbian legislation with 
EU rules under Chapter 19 of the Union 
acquis, Social policy and employment, 
as venues for advocating regulation 
of employee surveillance, especially 
when working from home.

   Work with personal data protection 
experts, technology specialists, 
the Commissioner for Freedom 
of Information and Personal Data 

policies covering specific issues 
such as use of employee surveillance 
software, video surveillance, and remote 
computer access. These documents 
would have to be accompanied by 
strict yet transparent procedures to 
avoid violations of employee privacy. 
Once again, any guidelines from 
the Commissioner for Freedom 
of Information and Personal Data 
Protection or business associations 
would be welcome.
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Protection, and other stakeholders to 
launch awareness-raising campaigns 
aimed at sensitising workers, in 
particular those in novel forms of 
work, about the risks of surveillance 
in remote and home work.
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